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1. Structured Abstract

Purpose: To develop and test algorithms to detect ED records with evidence of missed 
opportunities of diagnoses (MOD) and then enhance e-trigger predictive values by using 
machine learning (ML) techniques.

Scope: Emergency departments (ED) are particularly at risk for diagnostic errors, as critical 
decisions are often made in the absence of a complete work-up. There is a lack of reliable and 
valid measures for diagnostic safety.3 However, healthcare organizations (HCOs) can now 
leverage their electronic data for quality improvement.4 Such tools may be superior to 
voluntary reporting, as large data sets can be mined for diagnostic safety events, reducing the 
number of records requiring human review.

Methods: We developed, refined, tested, and applied Safer Dx e-triggers to detect potential 
records with diagnostic errors in the ED. Trained clinicians used standardized data collection 
instruments to review charts flagged by each e-trigger. We also tested whether machine learning 
(ML) can enhance e-trigger predictive values and emulate human chart reviewers at a larger 
scale.

Results:
Aim 1
The PPV varied from 10 % to 52.4 % in six triggers.

Aim 2
For Trigger 1 (treat-and-release ED visit for dizziness followed by hospitalization within 30 
days), the best-performing ML algorithm (random forest) correctly identified 31 of the 33 true 
positives and 30 of the 35 true negatives (86% PPV). For Trigger 2 (hospitalizations within 10 
days after treat-and-release ED visit for abdominal pain), ML correctly identified 26 of 31 
true positives and 71 of 73 true negatives (93% PPV).

Key Words: Diagnostic error, machine learning

2. Purpose

In this study, we developed and tested algorithms to detect, or "trigger," review of ED records 
with evidence of missed opportunities of diagnoses (MOD) and then explored machine learning 
(ML) techniques to predict diagnostic errors using EHR-enriched data.

Aim 1 – To develop, refine, test, and apply Safer Dx e-triggers to enable detection, 
measurement, and learning from diagnostic errors in diverse emergency department (ED) 
settings. We will calculate the frequency of diagnostic errors in the ED based on these e-triggers 
and describe the burden of preventable diagnostic harm.



Aim  2  - To explore machine learning techniques that yield robust, accurate models to predict 
diagnostic errors using EHR-enriched data derived from expert-labeled patient records 
containing diagnostic errors (from Aim 1). 

Hypothesis 1: Use of unsupervised deep learning will facilitate large-scale retrieval of patient 
records with high probability of containing diagnostic errors. 

Hypothesis 2: Supervised machine-learned deep neural network models learned from manually 
labeled chart reviews (byproduct of Aim 1), enriched with similar records retrieved using 
unsupervised deep learning, can (a) identify diagnostic errors with higher sensitivity, specificity, 
and positive predictive value than manually derived e-triggers and (b) scale up Safer Dx e-trigger 
development and deployment processes of Aim 1 by reducing the number of refinement cycles 
and manual chart reviews needed. 

3. Scope

Background:

Reducing diagnostic errors is a monumental challenge for patient safety.1 The National 
Academies of Sciences, Engineering, and Medicine’s (NASEM) report, Improving Diagnosis in 
Health Care, 2 recommends that accrediting organizations and Medicare “require that healthcare 
organizations have programs in place to monitor the diagnostic process and identify, learn from, 
and reduce diagnostic errors and near misses in a timely fashion.”2 Four years later, external 
incentives to implement these recommendations are absent, and guidance on how to develop 
these programs is limited. Improving diagnosis remains a rare organizational priority. Progress in 
reducing diagnostic errors is slow partly due to poorly defined methods to identify errors, high-
risk situations, and adverse events. Emergency departments (ED) are particularly at risk for 
errors and preventable harm. The diagnostic process in the ED occurs in time- and information-
constrained circumstances, and critical decisions are often made in the absence of a complete 
work-up.  

There is a compelling need to create measurement methods that provide diagnostic safety data to 
clinicians and leaders who in turn act upon these data to reduce variations in care and prevent 
diagnostic harm. Though measurement has become foundational to quality and safety 
improvement, no reliable and valid measures for diagnostic safety currently exist. 3 However, 
healthcare organizations (HCOs) now have an opportunity to explore health information 
technology capabilities to use their own ever-increasing stores of electronic data for learning, 
research, and quality improvement.4 Electronic trigger (e-trigger) tools, which mine vast 
amounts of clinical and administrative data to identify signals for likely adverse events,4 offer a 
promising method to do so. Such tools are more efficient and effective than voluntary reporting 
and offer the ability to quickly mine large data sets for diagnostic safety events, reducing the 
number of records requiring human review to those at highest risk of harm. 



Context:

The use of Machine Learning (ML) to estimate the likelihood of a diagnostic error from detailed 
patient-level information may allow for improved performance over existing rules-based systems 
and may stimulate the development and use of more sophisticated second-generation e-trigger 
tools. The goal of supervised ML is to learn a model that takes several situation-specific inputs 
(independent variables related to clinical data, such as vital signs, test results, exam findings, 
timings of notes or test results) and uses that to predict an output/outcome or probability of an 
outcome (dependent variable, such as potential diagnostic error).5 More importantly, ML 
methods can derive value from the numerous unlabeled examples (or unreviewed charts) as well 
as the expert-labeled examples.6 We will develop a system that can automatically retrieve 
suspected cases of diagnostic error from electronic data repositories, using similarity to expert-
labeled charts as a criterion, thus serving as a set of second-generation e-triggers. The similarity-
based retrieval process thus offers the potential for expanding the scope of discovery of 
diagnostic errors over and beyond previously developed e-triggers.

Settings:

The Department of Veterans Affairs (VA) provides care to 9 million veterans at 1321 healthcare 
facilities, including 172 medical centers and 1138 outpatients on a comprehensive, in-house--
designed EHR that has been integrated into all facilities since 2000. It also caters to AHRQ 
priority populations.

Participants:

Veteran patients, Adult (18-64 years), Geriatric (65+ years)

Incidence:

Although certainty or timeliness of diagnosis is not always achievable in the ED given its 
challenging context, patients’ health concerns need to be addressed.7 Diagnostic errors appear 
frequently in ED malpractice claims.8 There are about 141 million annual ED visits in the US. A 
conservative estimate of 5% of adults experiencing diagnostic errors translates to about 7 million 
cases of ED-based diagnostic errors.2,9,10,11 About half of all diagnostic errors have potential for 
severe or permanent harm12-14---many by adding risk from delaying optimal treatment or 
providing suboptimal and even dangerous alternative actions. Diagnostic errors result from a 
complex interplay between various patient (e.g., health literacy, typicality of presenting 
symptoms, complexity, and behaviors), provider/care-team (e.g., cognitive load, information 
gathering and synthesis), and systems (e.g., health information technology, crowding, and 
interruptions) factors. 

Prevalence:

The frequency of diagnostic errors in the ED is largely unknown but likely is higher than 
comparable estimates for outpatient care.9, 15, 16, 17.



4. Methods

Study Design:

Aim 1

a. Trigger identification and prioritization: Our advisory committee representing diverse 
perspectives (practicing ED physicians and clinical operations stakeholders, safety/ED 
researchers, and informaticians) helped identify which of our prior pilot triggers were 
ready for further development and application and identified high-priority targets for 
development of additional triggers.

b. Defining trigger criteria: The advisory panel helped operationalize triggers and identify 
details of the context to focus on for further development based on potential impact on 
care and feasibility for trigger development.

c. Trigger algorithm construction and data retrieval: Queries were designed to run on VA 
data warehouse platforms. Each trigger algorithm used Structured Query Language 
(SQL) to automatically extract structured data fields, evaluate for certain pre-determined 
criteria, and output a list of patients who met the trigger criteria. 

d. Trigger testing and refinement: We selected six triggers and extracted a sample data set 
to perform chart reviews to determine what additional information must be added or 
removed to improve the PPV of the trigger algorithm. Clinician reviewers iteratively 
evaluated samples of at least 25 trigger-positive cases for each trigger to identify clinical 
clues that were inappropriately captured or incorrectly ignored by the trigger algorithm. 
This review was repeated until no further improvements were identified. 

e. Evaluation of trigger performance: After the algorithm for each of the six triggers was 
finalized, the revised trigger criteria was validated by conducting record reviews on a 
second unique cohort (validation cohort) on retrospective data. 

f. Descriptive Analysis of MODs and Knowledge Synthesis: We performed structured 
review of selective medical records, using the Safer Dx Instrument18 developed by our 
team, to determine missed opportunities and then used a taxonomy developed by our 
team to determine process breakdowns and patient harms related to MODs. We used 
descriptive statistics to depict characteristics, including clinical conditions involved, and 
the associated process breakdowns and level of harm from diagnostic errors.

Aim 2

Test Hypothesis 1 (unsupervised methods for large-scale retrieval):

a. Data Preparation: We performed pre-processing and standardization of the various data 
types in the EHR. We prepared vector representations of EHR data—both text notes and 
structured clinical data. This resulted in 181 candidate predictors, including 
demographics, lab values, vital signs, medications, orders in the emergency room and 
subsequent hospital admission (tests and consults), visit times, and risk factors (past 
diagnoses).

b. Unsupervised Learning: We attempted unsupervised ML and clustering in several ways. 



First, discharge summaries of patients with a primary diagnosis of stroke had concepts 
extracted by natural language processing (NLP), and this high-dimensional data was 
embedded in a space that allows us to measure the distance between two notes. This is 
similar to the word2vec approach but with one vector for an entire discharge summary. 
This mainly served as proof of concept of NLP and clustering on our hardware 
platform, although the goal was also to search for stroke subtypes. Second, we 
generated embeddings of each patient’s structured EHR data and applied clustering to 
investigate subtypes of trigger-positive patients. Third, we applied an encoder-decoder 
to ER notes and short case summaries generated by reviewers in Aim 1. The goal was 
for the algorithm to produce a case summary in the style of a human chart reviewer.

c. Model Validation: Natural language processing of text notes was performed in several 
ways (embedding stroke discharge summaries, and an encoder-decoder applied to ER 
notes and trained to produce a case summary in the style of a human chart reviewer). 
However, these methods were not developed enough to incorporate their output into the 
main analysis (which used supervised ML and structured EHR data only—see 
Hypothesis 2).

Test Hypothesis 2 (supervised ML improves performance of diagnostic error e-triggers):

a. We used rules-based e-triggers from Aim 1 (based on expert input and existing 
frameworks) to find possible missed opportunities in diagnosis (MODs) in emergency 
care. Using Veterans Affairs national EHR data that contains records on >20 million 
unique individuals, we used two high-risk e-triggers: (a) patients with stroke risk factors 
who were discharged from an emergency department (ED) after presenting with dizziness 
or vertigo and subsequently hospitalized for stroke or TIA within 30 days and (b) patients 
discharged from ED with abdominal pain and abnormal temperature who were 
subsequently hospitalized within 10 days. We used labels from Aim 1 to train ML 
(clinicians reviewed a random sample of charts flagged by each e-trigger and labeled each 
chart as MOD or no MOD).

b. Clinician-labeled charts were divided into training and test sets. ML methods were 
regularized logistic regression and random forests (with limited maximum tree depth to 
mitigate overfitting). From the set of 181 candidate predictors, a smaller set was pre-
selected based on bivariate association with MOD by t-test or chi-squared test as 
appropriate, with a threshold of P = 0.1. After pre-selection, 42 predictors remained for 
training ML algorithms. We calculated positive predictive values (PPV) of the rules-based 
trigger and compared these to the PPV of the ML-enhanced trigger.

Data Sources/Collection:

Veteran medical records were selected by the electronic trigger from the VA data warehouses. 
E-triggers were applied to >9 million patient records in the VA’s corporate data warehouse. We 
used records from the year 2019 for Trigger 2, Trigger 3, Trigger 5, and Trigger 6. We used year 
2016-2019 for Trigger 1 and year 2018-2019 for Trigger 4 to get 100 trigger-positive cases.

Interventions: N/A



Measures:

Trigger 1 Stroke hospitalization within 30 days of treat-and-release ED visit for dizziness in 
patients with two or more stroke risk factors

Trigger 2 Hospitalizations within 10 days after treat-and-release ED visit for abdominal pain 
with high (T>99.5 F or >37.5 C) or low body temperature (T<96.8 F or <36.3 C)

Trigger 3 3A: Treat-and-release ED visit followed by unscheduled return to ED 
3B: Treat-and-release ED visit followed by unexpected hospitalization within 10 days 

Trigger 4

Treat-and-release ED visit with benign or symptomatic diagnosis followed by a 
return ED visit for a serious diagnosis within 7 days for chest pain-myocardial 
infarction (MI) or pulmonary edema (PE) dyad, 10 days for abdominal pain-
appendicitis or perforated diverticulitis dyad, 14 days for headache-subarachnoid 
hemorrhage (SAH) or meningitis dyads, 30 days for vertigo/dizziness-stroke dyad, 
and syncope-cardiac arrest, ventricular tachycardia (VT), ventricular fibrillation (VF), 
sick sinus syndrome, or atrioventricular block.

Trigger 5
Abnormal tests ordered during treat and release ED visits that were not followed 
up within 14 days (tests included positive urine culture, positive blood culture, and 
elevated thyroid-stimulating hormone).

Trigger 6 Treat-and-release ED visit followed by a primary care visit within 7 days with 
a different, more serious diagnosis.

Trigger 
Negative Patients with treat-and-release ED visit who did not meet triggers 1, 2, 3, or 4.

Limitations:

We recognize several methodological and logistical challenges. We were not able to capture 
every missed diagnostic opportunity. Still, using e-triggers is far more efficient than the current 
standard of care, as there are currently no other comprehensive and widely adopted methods to 
identify, measure, and monitor diagnostic errors. Therefore, this approach represents a 
significant improvement over current status.

First, although chart reviews are one of the best available methods to detect MODs, the analyses 
are dependent on documentation, which may be suboptimal. To address this, we oversampled the 
identified charts to ensure that charts with adequate information are chosen for determination of 
MODs. Second, retrospective methods may introduce hindsight bias in judgments of error 
determination.19,20 We did not interview providers as part of the analysis, which limited our 
ability to determine the breakdown point in the diagnostic process. Another limitation is that 
agreement for diagnostic errors tends to be much lower than for other types of errors.21 Our 
Safer Dx instrument was a potentially objective way to detect MODs and partially overcome 
limitations of lower reviewer agreement for diagnostic errors. Third, we recognize that triggers 
did not identify all the errors that occur in diverse ED settings or across all types of providers 
(e.g., physicians vs. advanced practitioners), populations, or types of diseases (acute or chronic). 
Triggers such as those used in this study inevitably missed some errors, especially errors related 
to missed diagnosis of chronic conditions that are only diagnosed over a prolonged period of 
time (such as cancer) and errors related to follow-up of patients.



Fourth, detection of different types of errors required different methods, some of which were 
outside the scope of the study.

5.  Results

Principal Findings:

Aim 1

E-Triggers Reviewed 
Charts

Included for 
Analysis MOD No MOD PPV

Trigger 1 100 88 47 41 47.00%

Trigger 2 120 103 31 72 25.80%

Trigger 3 200 186 34 152 17.00%

Trigger 3A 100 98 11 87 11.00%

Trigger 3B 100 88 23 65 23.00%

Trigger 4 100 81 18 63 18.00%

Trigger 5 105 105 55 50 52.40%

Trigger 6 100 92 10 82 10.00%

Trigger 
Negative 

100 100 1 99 N/A

Abbreviations: 
MOD= Missed Opportunities in Diagnosis 
PPV=Positive Predictive Value 
N/A=Not applicable

Aim 2

For Trigger 1 (dizziness e-trigger), reviewers identified MODs in 47 of 88 flagged records (47% 
PPV). The best-performing ML algorithm (random forest) correctly identified 31 of the 33 true 
positives and 30 of the 35 true negatives (86% PPV). Findings on chart review included lower 
documentation quality and lower rate of certain neurological examination components, as 
described previously.3 For Trigger 2 (abdominal pain e-trigger), reviewers identified 31 MODs 
in 103 flagged records (30% PPV). ML correctly identified 26 of 31 true positives and 71 of 73 
true negatives (93% PPV). Examples of diagnostic errors included missed diagnoses of 
cholangitis, cholecystitis, and infectious colitis.



Outcomes:

Aim 1

Our primary outcome was missed opportunities in diagnosis (MODs).22 We determined whether 
each trigger-identified chart meets all the trigger criteria and either had a MOD (“true trigger 
positive”) or not (“false trigger positive”) by examining all relevant sections of the EHR (e.g., 
progress notes, consultations, laboratory, radiology, referral menus) for details. For these 
reviews, we relied on our validated Safer Dx instrument.23 We also collected information on 
management errors in addition to diagnostic errors. Certain provider (e.g., years of experience, 
role [MD, NP, PA]), patient (e.g., age, sex, comorbidities), and available ED (e.g., location) 
characteristics also were collected as potential predictors of error to be used in exploratory 
subanalyses.

Aim 2

For Trigger 1 (dizziness e-trigger), PPV increased from 47% to 86% with the use of ML 
methods. Likewise, for Trigger 2 (abdominal pain e-trigger), PPV increased from 25.8% to 93% 
with the use of ML.

Discussion:

Aim 1

Our Safer Dx framework of e-triggers offers an efficient method to detect missed opportunities 
in diagnosis for the patients who presented to the ED. Currently, health systems are not using 
any sophisticated detection methods for diagnostic error and are finding them occasionally and 
passively through rudimentary incident reporting systems. Although our trigger performed 
modestly, PPVs to identify events of interest have been traditionally lower in the area of patient 
safety.24-28 This approach could be applied to other EHR data warehouses to retrospectively 
identify diagnostic errors for learning and improvement purposes. E-trigger enhanced review 
procedures overcome several limitations of other safety measurement methods.29 E-triggers 
could strengthen patient safety improvements efforts in health systems with limited resources 
and competing demands on quality measurement.

Aim 2

Machine learning enhanced the accuracy of electronic triggers to identify missed opportunities in 
diagnosis. Limitations include the time needed to prepare the variables used by ML, although, 
once this is done, the algorithm can run at a large scale. The relatively small number of expert-
labeled records may impede the ability of ML to use all structured data and to estimate test set 
performance.



Conclusions:

A portfolio of e-triggers achieves reasonable accuracy to identify multiple types of diagnostic 
errors in emergency care. Implementing this portfolio in routine ED care nationally could 
accelerate quality improvement efforts to reduce diagnostic errors in ED settings.

Next steps for ML algorithms to identify diagnostic errors include incorporating clinical note text 
as a source of missed opportunity prediction and increasing the expert-labeled records on which 
the approach is tested. Furthermore, ML can be tested on additional emergency setting e-triggers 
(apart from only Triggers 1 and 2), and on e-triggers from other care settings. Machine learning 
shows promise as a tool to efficiently identify diagnostic errors for research and quality 
improvement purposes.

Significance:

ML-enhanced e-triggers could advance an organization’s ability to monitor diagnostic errors for 
research, learning, and improvement.

Implications:

Rules-based e-triggers retrieve many cases of missed opportunities in diagnosis, mixed with 
substantial cases with no missed opportunity. If an initial set of manually reviewed charts are 
used to train an ML algorithm to separate “miss” from “no miss” cases, this would substantially 
reduce the burden of clinician-dependent manual chart review traditionally used for case 
analysis.
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